MamaTka
NMpaBuna 6e30nNacHOro MCNoJsib30oBaHUNA
6aHKOBCKOMW KapThbl

Lenb

CobniogeHne pekoMeHaaumin, coaepkawmxca B [lamMsaTke, no3BONUT
obecneunTb  MakCMManbHYK  COXpPaHHOCTb  6aHKOBCKOWM  KapTbl, ee
pekBu3nToB, NMNH n Apyrnx AaHHbIX, @ TaKXe CHU3UT BO3MOXHbI€ PUCKU MpU
CoBepLleHnn onepaumim Cc ncnosnb3oBaHMeMm 6aHKOBCKOW KapTbl B baHKoMaTe,
npu 6e3HanMyHOM onsaTte TOoBapoB W YCNyr, B TOM 4ucne 4epe3 ceTb
NHTepHeT.

O6bwme pekoMmeHaauum

1. Hukorma He coobwante TlMWH TpeTbMm nmuam, B TOM u4ucne
poOACTBEHHMKAM, 3HAKOMbIM, COTpPyAHMKAM  KpeauTHOM  opraHumsaumm,
Kaccmpam v nvuam, nomorarwmm Bam B ncnonb3oBaHmn 6aHKOBCKOW KapThbl.

2. NMNH Heobx0AMMO 3aNOMHUTb WAWM B C/lyyae, ecnu 3TO ABASeTCS
3aTpyAHUTENbHbIM, XPaHUTb €ro oTAeslbHO OT 6aHKOBCKOWM KapTbl B HESBHOM
BMAE M HEeAOCTYMNMHOM ANs TPeTbUX UL, B TOM 4YMcie poaCTBEHHMKOB, MecTe.

3. Hukorpa HM npu Kakux o06CTOATENbCTBAX HE nepenasanTe
0aHKOBCKYK KapTy A/ WUCNONb30BaHUA TpeTbMM nuuaM, B TOM 4ucne
poACTBEHHMKAaM. Ecnu Ha 6aHKOBCKOWM KapTe HaHeceHbl daMunma v mnmg
dusmyeckoro sumuya, TO TONBKO 3TO GM3MYecKoe nuMuo UMeeT npaBo
NCnosib3oBaTb BAHKOBCKYO KapTy.

4. Mpwn nonyyeHmn 6aHKOBCKOM KapTbl pacnuwmnTecb Ha ee 060poTHOM
CTOpOHEe B MecTe, npejHa3HayYeHHOM As9 noAnucu aepxaTtend 6aHKOBCKOM
KapTbl, ecnm 3TO0 nNpeaAycCMOTPEHO. 3OTO CHU3UT PUCK WUCMOSIb30BaHUSA
b6aHkoBcKkOW KapTbl 6e3 Bawero cornacus B ciyyae ee yTpaThbl.

5. byabTe BHMMATENbHbl K YCNOBUSM XpPaHEHUS W MCNOJSIb30BaHMS
baHKoBCKOW KapTbl. He noaBeprante 6aHKOBCKYK KapTy MeXaHUYeCKUM,
TemnepaTypHbIM U 31EeKTPOMAarHUTHbIM BO34ENCTBMAM, a Takxke usberamte
nonagaHms Ha Hee Bnarn. bBaHKOBCKYI KapTy Henb3si XpaHUTb pPSAaoM C
MOBUNbHBLIM TenedoHOM, 6bITOBOM N OPUCHON TEXHUKOMN.

6. TenedoH KpeaAUTHON opraHusaumm — 3MUTEHTa 6aHKOBCKOW KapThbl
(KpeaunTHOM opraHusauum, BblaaBwen 6aHKOBCKYID KapTy) YKasaH Ha
obopoTHOM CcTOpoHe 6aHKOBCKOM KapTbl. Takxe HeobxoanMMo Bceraa WMMETb
npu cebe KOHTaKTHble TenedoHbl KpeaUTHOW OpraHusauum — >SMUTEHTA
6aHKOBCKOW KapTbl M HoOMep 6GaHKOBCKOM KapTbl Ha APYrMX HOCUTENnsax
WHpopMaumMmn: B 3arNMUCHOM KHWUXKe, MObunbHOM TenedoHe wn/vunu apyrux
HOCUTENsX MHpopMaLmKn, HO He psaaoM € 3anucbkto o MUH.

7. C uenblo npenoTBpalleHnss HeNnpaBOMEPHbIX AENCTBUM MO CHATUIO
BCEM CYMMbl [EHEeXHbIX cpeacTB C 6aHKOBCKOro cyeta uesnecoobpasHo
YCT@HOBUTb CYTOYHbIN MMUT Ha CyMMYy onepaumn no 6aHKOBCKOW KapTe W
OOAHOBPEMEHHO  NOAK/KYUTbL  D/IEKTPOHHYIO  YCAyry  OroBeleHus o
npoBefeHHbIX onepauusax (HanpuMmep, onoBeleHWe nocpeacTtsoM SMS-
COOB6LLEHNI NN NHBIM CNOCO60M).

8. lMpu nonyyeHmn npocbbbl, B TOM 4uC/e CO CTOPOHbl COTPYAHUKA
KpeauTHOM  opraHm3auum, CcooblwKnTb  NepcoHasibHble  AaHHble  Unun
nHdopmaumio o 6aHkoBckon kapTte (B ToM uyucne MNH) He coobuwante ux.
Mepe3BOHUTE B KPEeAUTHYID OpraHusaumio — 3SMUTEHT 6aHKOBCKOW KapThbl



(KpeauTHY0 opraHm3aunto, BblaaBlyto 6aHKOBCKYH KapTy) M coobwute o
AaHHOM dakTe.

9. He pekoMeHAyeTCs OTBe4YaTb Ha 3/1EKTPOHHbLIE MUCbMA, B KOTOPbIX
OT UMEHU KpeaAUTHOW opraHm3auum (B TOM Yncne KpeauTHOW opraHm3aunm —
oMuTeHTa 6aHKoBCKOM KapTbl (KpeaAuTHOWM oOpraHumsaumu, BblAaBLUEN
6aHKOBCKYO KapTy) npeasiaraeTcs npeaocTtaBUTb NepcoHasnbHble AaHHble. He
cneanynte no "ccbinkaM", ykasaHHbIM B NMCbMax (BKAKYaAs CCbIIKM Ha CauT
KpeaAuTHOM opraHmsaummn), T.K. OHM MOryT BECTU Ha CaUTbl-ABOWNHUKN.

10. B uenax WHOOPMaAUMOHHOIO B3aMMOLEUCTBUS C KpeauTHOU
opraHusaumen — SMUTEHTOM 6aHKOBCKOW KapTbl (KpeaUTHOMW opraHusauuu,
BblAaBllen OaHKOBCKYK KapTy) peKkoMeHAyeTCa MCNoJib30BaTb TOJIbKO
PEKBU3NTbI CpPeacTB CBsA3M  (MOBGMAbHBIX U CTauuMOHapHbIX TenedoHos,
dakcoB, MHTEpaKTUBHbLIX web-canmToB/mnopTanoB, OObIYHOM W SNEKTPOHHOWM
noyTel W Mp.), KOTOpble YyKas3aHbl B  [AOKYMeHTax, MOJlyYeHHbIX
HEenocpeacCTBEHHO B KpeaAUTHOW opraHusaumm — >SMUTeHTe 6aHKOBCKOM
KapTbl.

11. NoMHUTe, 4TO B cniyyae packpbitna NMNH, nepcoHanbHbIX AaHHbIX,
yTpaTtbl 6@HKOBCKOW KapTbl CyWeCTBYeT PUCK COBEpLUEeHUS HenpaBOMEpPHbIX
AENCTBMMA C [OEHEeXHbIMM cpeacTtBaMuM Ha BaweM 6aHKOBCKOM cueTe CO
CTOPOHbI TPETbUX NNL.

B cnydyae, ecnnm wuMeroTCcA npeanonoxeHmsa o packpbitumn  [MUH,
NnepcoHasibHbIX  AaHHbIX, MO3BONSAKWNX  COBEPLWUTb  HernpaBOMEpHbIe
AencTBusa ¢ Bawnm 6aHKOBCKMM CYETOM, a Takxe ecnn 6aHKOoBCKas KapTta
bblna yTpayeHa, HeobxoaMMO HeMmeaNneHHo o06paTuTbCAa B KpeaUTHYIo
opraHusaumio — 3MUTEHT OaHKOBCKOW KapTbl (KpeAWTHYK OpraHm3auuio,
BblAABLUYIO 6GaHKOBCKYK KapTy) MU cnefoBaTh yYKa3zaHUAM COTpyAHMKA AAHHOM
KpeauTHOM  opraHmsaumm. [Jo MoOMeHTa obpaweHns B  KPEeOUTHYIO
opraHusaumio — 3MUTEHT 6aHKOBCKOW KapTbl Bbl HeceTe pUCK, CBA3aHHbIN C
HEeCaHKUMOHMPOBAHHbIM  CMMCAHWEM  [OEHEeXHblX cpeactB ¢ Bawero
baHkoBckoro c4yeta. Kak npaBuio, cornacHo YycrioBMaAM [orosopa C
KpeauTHOM opraHusauven — 3MUTEHTOM 6aHKOBCKOWM KapTbl [AEHEeXHble
cpeacTtBa, ChNMcaHHble C Bawero 6aHKOBCKOrO cyeTa B pe3y/bTaTte
HECAHKLUMOHMPOBAHHOIO MCMNoONb30BaHNa Bawen 6aHKOBCKOM KapTbl A0
MOMeHTa YyBeaoMmsieHnss 06 3TOM KpeauTHOM oOpraHm3auuMm — 3SMUTEHTa
6aHKOBCKOW KapTbl, HE BO3MeELLATCA.

PekoMeHAaUUUM NpuUu COBepLIEHUM onepauuvmm c
6aHKOBCKOM KapTouM B 6aHkKOMaTe

1. OcywectBnante onepauuMn C MUCNoONb3oBaHMeM 6aHKOMAaTOB,
YCTaHOBJ/IeHHbIX B 6e30nacHbIX MecTax (Hanpumep, B rOCYyAapCTBEHHbIX
yupexaeHuax, noapasgeneHmsx 6aHKoB, KPYMNHbIX TOProBbIX KOMMAeKcax,
rOCTMHULAX, asponopTax u T.n.).

2. He wncnonb3ynte ycTtponcTtea, KoTopble TpebywT BBoga MUH ans
AOCTyrna B rNoMeLleHune, rae pacnosoxeH 6aHkoMar.

3. B cnyyae ecnu nobnmsoctn ot 6aHKoOMaTa HaxoasaTCcs MOCTOPOHHUE
nvua, cneayet BblbpaTb 6onee noaxopsulee BpeMa AN UCMNOJIb30BaHWUSA
6aHkOMaTa MM BOCNO/Ib30BaTbCA APYrMM 6aHKOMaTOM.

4. MNepen wucnonb3oBaHmeM 6aHKoOMaTa OCMOTPUTE €ro Ha Hanu4iue
AOMOJSIHUTENbHLIX YCTPOMUCTB, HE COOTBETCTBYIOWMX €ro KOHCTPYKUUKU W



pacrnosioXXeHHblIX B MecTe Habopa [MMH wn B M™Mecte (npopesb),
npeaHasHayeHHOM Ans  npuveMa KapT (HanpuMmep, HaanynMe HepoBHO
yCTaHOB/IeHHOW KnaBuatypbl Habopa [IMH). B ykasaHHOM cny4ae
BO34epXXUTeCb OT UCMONb30BaHUS Takoro 6aHkoMmara.

5. B cnyyae ecnu knasmaTypa wian MecTo Ansa npuema kapt 6aHkomaTa
obopynoBaHbl AOMOMHUTENbHBIMU YCTPOMCTBAMW, HE COOTBETCTBYHOLWMMN €ro
KOHCTPYKUWMN, BO3AEPXUTECH OT MCNOAb30BaHMA 6GaHKOBCKOW KapTbl B
AaHHOM 6aHkoMaTte wn coobwmTe O CBOMX MOAO3PEHMSAX COTPYAHMKAM
KpeaAuTHOM opraHu3auun no tenedoHy, ykazaHHOMY Ha 6aHKomarTe.

6. He npumMmeHsanTe dusmyeckyto cuny, 4tobbl BCTaBUTb 6AHKOBCKYHO
KapTy B 6aHkomaT. Ecnmn 6aHKoBCKas KapTa He BCTaB/ISETCS, BO34AEPXMUTECH
OT MCNoJsIb30BaHMA Takoro 6aHkomarTa.

7. Habupante MWNH Takmm obpasom, 4TobbI NOAM, Haxoaswmecs B
HenocpeacTBeHHOW 6/M30CTM, He cMornn ero yBuaeTtb. lpu Habope MUH
NpUKpbIBAaNTE KiaBnaTtypy pyKowu.

8. B cnyuae, ecnn 6aHkomat paboTaeT HekoppekTHO (Hanpumep,
AoNroe BpeMs HaxoaAuUTCA B peXuMe O0XuaaHus, CcaMonpou3BOJIbHO
nepesarpyxaeTcs), cnegyetr oOTKasaTbCA OT  WUCMNOJb30BaHUA  Takoro
6aHKoMaTa, OTMEHUTb TEeKYyLUYK onepauuio, HaXkaB Ha KaBuaType KHOMKY
"OTmMeHa", n noxaaTbca Bo3BpaTa 6aHKOBCKOW KapThl.

9. lNocne nonydeHUss HaIWYHbIX AEHEeXHbIX cpeacTB B 6HaHkoMaTe
cnegyer nepecyutatb 6aHKHOTbI MOAUCTHO, Yyb6eaAuTbCs B TOM, 4TO
6aHkoBcKkasas kapTa 6bina Bo3BpauweHa 6OaHKOMATOM, A0XAATbCS BblAauywu
KBUTAHLUMWN NpU ee 3anpoce, 3aTeM NOA0XUTb UX B CYMKY (KoLlenek, KapmMaH)
M TONbKO NOC/ie 3TOro oTXoAMTb OT 6aHKoMaTa.

10. CnepyeT coxpaHATb pacnedaTaHHble 6aHKOMaToM KBUTaHUUW A14
nocnenyrowen CBepkn ykKasaHHbIX B HUX CYMM C BbINMMCKON NO 6a@aHKOBCKOMY
cyeTy.

11. He npucnywmBamTeCb K COBEeTaM TpeTbUX ML, a TaKXe He
NPUHMMaNTE X NOMOLLb NpU NpoBeaeHnn onepaumm ¢ 6aHKOBCKOW KapTou B
baHkoMaTax.

12. Ecnm npu npoBegeHUM onepauun c 6aHKOBCKOW KapTou B
6aHkoMmaTe 6aHkoOMaT He BO3BpallaeT 6aHKOBCKYIO KapTy, cneayeTr NO3BOHUTb
B KpeaAWUTHYI0 opraHusauuio no TenedoHy, ykKasaHHOMY Ha 6aHkomaTe, U
06BbACHUTL 06CTOATENLCTBA NMpoOMU3oLLeaLllero, a Takxe cneayet obpatuTbcs B
KpeauTHY0 OpraHusaumi — >SMUTEHT 6aHKOBCKOWM KapTbl (KpeauTHYIo
opraHusauuio, BblgaBwyko 6aHKOBCKYK KapTy), KoTopas He 6bina
Bo3BpaweHa 6aHkoMaToM, W pJanee cnefoBaTb WMHCTPYKUMSAM COTpYAHUKA
KpeauTHOMN opraHusauuu.

PekoMeHaauum npm MCMNOJIb30OBAHUM
6aHKOBCKOM KapTbl AnAa 6e3HasiMmuyHOM onnarhbl
TOBaAapoOB U ycnayr

1. He uncnonb3ynte 6aHKOBCKME KapTbl B OpraHM3aumsax TOProean u
YCNyr, He BbI3bIBAOLWMX LOBEPUS.

2. Tpebyute npoBeneHnss onepaumm ¢ 6aHKOBCKOM KapTOM TOJIbKO B
Bawem npucytctBun. IDTO0 HeobxoaAMMO B LeNsX CHUXEHUS  pucka
HenpaBOMEpPHOro Mony4vYeHus Balwunx nepcoHanbHbIX AAHHbIX, YKa3aHHbIX Ha
6aHKOBCKOW KapTe.



3. Mpn ucnonb3oBaHMn 6aHKOBCKOWM KapTbl A7 onnaTbl TOBApoOB U
ycnyr Kaccup MoxeT noTtpeboBaTtb OT Bnagenbua ©6aHKOBCKOW KapThbl
npeaocTaBuTb NacnopT, noanucatb 4Yek mnu eBeectu MNH. lMepea Habopom
MAH cnegyer yb6eautbca B TOM, 4TO NOAKW, Haxoaslwmecs B
HenocpeacTBeHHOM 6nmM30CcTKU, He CMOryT ero yseuaetb. [lepeg TeM Kak
nognucatb 4Yek, B obsa3aTesibHOM Nopsiake NpoBepbTe CYMMY, YKa3aHHYHK Ha
yeke.

4. B cnyyae ecnu npu nonbiTke onsiatbl 6aHKOBCKOW KapToM mmena
mMecTto "HeycnewHas" onepauus, cneayeTr COXPaHUTb OAMH 3K3eMnnsap
BblAAHHOMO TepMWHasNIOM 4eka ANs Nociefylowen NpoBepkM Ha OTCYTCTBUE
yKa3aHHOW onepauuu B BbIMUCKE N0 BAHKOBCKOMY CYETY.

PekoMeHAauMuM nNpu COBeplWEeHMUM onepauumm c
6aHKOBCKOW KapToM yepe3s ceTb MHTepHeT

1. He wucnone3ymnte MNMWUH npu 3akase ToBapoB M YCNyr 4epes CeTb
NHTepHeT, a Takxe no TenedoHy/dakcy.

2. He coobwainte nepcoHanbHble AaHHble WM WHOOpMaUMID O
6aHkoBckon(om) kapTe (cyete) uepe3 cetb WHTepHeT, Hanpumep [MAH,
naponn [ocTyna K pecypcaMm 6aHka, Cpok gencrBns 6aHKOBCKOM KapThl,
KpeauTHblE IMMUTbI, NCTOPUIO Onepauni, NepcoHanbHble AaHHbIE.

3. C uenblo npenoTBpalleHNs HeNnpaBOMEPHbLIX AENCTBUN MO CHATUIO
BCEN CYMMbl A€HEXHbIX cpeAcTB C 6aHKOBCKOro cyeTa pekoMeHAyeTcs Ans
onnaTtbl NOKYMNOK B ceTu WMHTepHeT WCNoNb30BaTb OTAENbHY GaHKOBCKYHO
KapTy (Tak Ha3blBAaeMyl BUPTYasbHYKO KapTy) C npeaesibHbIM JIMMUTOM,
npeaHasHa4YeHHY TONbKO 4S9 YKa3aHHOM UenM W He MNO3BOSILWYH
NpoBOAUTb C €e WUCMOJSIb30BaHWEM onepauunm B OpraHmM3aunsax TOProBamM u
yCcnyr.

4, CnepyeT No0/b30BaTbCs MHTEPHET-CanTaMM TOJIbKO M3BECTHbIX W
NpOBEPEHHbIX OpraHM3aunim TOproBan 1 ycnyr.

5. O6sa3aTtenbHO ybeauteCcb B MNPaBUNbHOCTM aApPeCOB WHTEpHEeT-
CanToB, K KOTOPbIM MOAK/OYAETEeCb U Ha KOTOPbIX cobupaeTecb COBEPLUIUTb
NOKYMNKM, T.K. MOXOXWe agpeca MOryT MCNONb30BaTbCA A9 OCYLUEeCTBAEHUS
HenpaBOMEpPHbIX AeNCTBUN.

6. PekomeHayeTCs coBepllaTb NOKYMNKM TOIbKO CO CBOEro KOMnbloTepa
B LeNnsX COXpaHeHUst KOHPUAEeHUMANbHOCTM NepCoHasnbHbIX AaHHbIX U(KUNK)
nHdopMmaumm o 6aHkosBckon(oMm) kapTe (cuyeTe). B cnyyae, ecnum nokynka
coBepLlaeTcsa C WCMOJSIb30BaHMEM YyXOro KOMMbiTepa, He peKoOMeHAyeTCs
COXPaHATb Ha HEM MepcoHaNnbHble AaHHble U APYry MHOpMauuMio, a nocne
3aBepLleHns BCcex onepaumm Hy>XHo ybeauTbCsl, UTO nMepcoHanbHble AdaHHble
n gpyras uHdopMaums He coxpaHunmncb (BHOBb 3arpy3usB B bpaysepe web-
CTpaHuuy npojaBLa, Ha KOTOPOM COBepLUAanIUCh MOKYMKN).

7. YCTaHOBUTE Ha CBOW KOMMbIOTEP aHTUBUPYCHOE MpoOrpamMmMHoe
obecneyeHne u perynsipHO npoussBoauTe ero obHoBneHme u obHOBNEHME
APYrnx WUCnosb3yemblx Bamum nporpaMMHbIX MpoayKToB (onepauuoHHOMU
CUCTEMbI W NpUKNagHbIX MNporpamMm), 3TO MOXeT 3awututb Bac oT
NPOHMKHOBEHNS BPeAOHOCHOIro NporpaMMHoro obecrneyeHums.



